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	Semester
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	Class
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	I
	1
	2
	1
	examination

	Total number of hours per semester
	
	28
	14
	


4. Object of study

This course provides a broad overview of the threats to the security of information systems, the responsibilities and basic tools for information security, and the levels of training and expertise needed in organizations to reach and maintain a state of acceptable security. 


The course syllabus covers the practical aspects of modern computer security.  We will examine the techniques by which systems are compromised, and in turn learn to build systems that are more secure against attacks.  The course will cover topics in Application Level Security. It will also include an introduction into cryptographic techniques including common ciphers and mechanisms.  Finally Hardware, System and Network security will be discussed.


We look at a number of applications which need various combinations of confidentiality, availability and  integrity  properties; at how such systems fail; at how they can be made robust against various kinds of attacks; and at various policy and legal issues.

5. Course content
1st Chapter – General presentation 
Information society and data security
Basic design principles: Secrecy, Privacy, Integrity, Authenticity
2nd Chapter 
Viruses, SPAM and other threats in the Information Society 
Vulnerabilities, threats, and counter measures
3rd Chapter

Foundations of Cryptography ; classical cryptography
4th Chapter

Modern Cryptography : Secret keys algorithms


5th Chapter
Modern Cryptography : Public keys algorithms 

6th Chapter 
Security policies
7th Chapter 
Digital signature


Electronic commerce

8th Chapter 
Law and ethics in computer security

Bibliography
Dominic Bucerzan "Security of Economic Information in Computer Networks", 
A.S.E. Bucuresti, doctoral thesis, 2005
A. Menezes, P. van Oorschot, S. Vanstone, ”Handbook of Applied Cryptography”, CRC Press, New York, 1997
Bruce Schneier, ”Applied Cryptography: Protocols, Algorithms, and Source Code in C ”,  Second Edition, John Wiley & Sons, 1996

Kevin D. Mitnick , ” Arta de a stoarce informaţii”, Ed. Teora, Bucureşti, 2005

Patriciu Victor-V., ”Criptografia şi securitatea reţelelor de calculatoare”, Ed.Tehnică, 1994

Pfleeger P. Charles, ”Security in Computing”,  Prentice Hall, Inc., 1989

Patriciu V.V., Pietroşanu-Ene Monica, Bica Ion, Cristea C., ” Securitatea informatică în Unix şi internet”, Ed.Tehnică, 1998

Russell D., Gangemini Sr. G.T., ”Computer Security Basics”, O`Reilly &Associates, Inc., 1992

Tanenbaum S.A, ”Reţele de calculatoare”, ediţia a 4-a, Computer Press Agora, 2003

***  http://www.mcti.ro
6. Teaching techniques: Classical teaching-learning  techniques – presentation, work using the computer and video-projector; individual studies are alternated by practical projects.

7. Examination represent the test of accumulated information as well as the test of individual ability to use the personal studies (on Internet mainly) to write a project .
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